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Multi-view graph neural network for fraud detection algorithm
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Abstract: Aiming at the problem that in the field of fraud detection, imbalance labels and lack of necessary connections be-
tween fraud nodes, resulting in fraud detection tasks not conforming to the hypothesis of homogeneity of graph neural net-
works, multi-view graph neural network for fraud detection (MGFD) algorithm was proposed. First, A structure-independent
encoder was used to encode the attributes of nodes in the network to learn the difference between the fraud node and the
normal node. The hierarchical attention mechanism was designed to integrate the multi-view information in the network, and
made full use of the interaction information between different perspectives in the network to model the nodes on the basis of
learning differences. Then, based on the data imbalance ratio sampled subgraph, the sample was constructed according to the
connection characteristics of fraud nodes for classification, which solved the problem of imbalance sample labels. Finally, the
prediction label was used to identify whether a node is fraudulent. Experiments on real-world datasets have shown that the
MGFD algorithm outperforms the comparison method in the field of graph-based fraud detection.
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RAUE, BE T BERERIE, T B0k SR
o WAL, FELSAENET, VR EHIEREKER
IEH P DLSERERVEAT D, VRS R A i = a0h 2
R, XA R R EURVES (S B ERE IEFEE R
H, BERFE R RN IRVEE A AT N . BT RIME
W 2% ()RR T [R) Jpa AR 1, BV EE B AH I 1) 5 A
HATMHARIAE I, 15 B PP X 2 1 3R 5 AT S
RS BE SRS RVEE R, ML AR VETS
m X R IRVER AT 45 M s 2 — o B IR
T T R AR ) 7 vk D e R VR T R AT R AR T
UL 2 GNN 1 [F B AR k. R, R R
FR D7 0 TR AT JORFE, W HRVETS figk AT
KA AT DU R AfiT 1) 3 (B R R 2525 5
Wi/ B IR, A e — M T i
ZIiL, BEERSHETEK 2 33 GNN L-FF.

BExf BaR ), ASCHR R T 2 A A A
2 IR VEAL W ( MGFD, multi-view graph neural
network for fraud detection) 5%, 454 450K
G i G5 2 R 7 ) AR R 1 2 AR R R AR,
HIFHT RS T BRI R 2 SIREAS, IR BTHAR2E AT A
PRIV o B SEANF- 1 1) L, e 24 FRUDM AR 2514 e
TR AIVET Al AU TAEEZA LT L.

1) Wit Z M ARHEIR AL, B 5e 0 4580
S Gt L s 2 ST VR R0 I T R I B 22
WRoR, HAHEOGEZPEIRET R 2 AE
B AW AAFRRRZANER, MHGSFEE
7 B R IR R VR 7 £ 2 ) L

2) T R T B Bk S bR A DAYl
Hll p92800), A ) IEH S AU S IRV S 2 R
5 R T BB S ARAE, B AR 25K H)
Wi s 20, AEASTORR R S 48 B A T Al SR ANF

1l ) At o
3) AT EHRE T AT 2SR, Bk H%
LI VE T A R

1 [E)EERR S

L1 FERE SR Bl ik

A ERGEAPELLL, Z2RAAPERL 5
RT PR IRE S, AR 4 T e a0 T et
TR HIE

EX 1 AP HERBESC, G CN
CHM2ARIL, € O, AT U R :% ,

2
IR €[0,+0) » #HIR>1, W C NEZHEHK, C, D>
B HIR =1, W CHEISER 1.

EX 2 Z2XRAAVTHEHE. & EHK
G=(V,6,4,X,C), Hrt, V=_{y, v} &R0
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Wit A RRVETRIARAS s,

1) BENLAIs L as S 5w, , ER IS
w, ¢, TER¥IZHEW,, W,

2) for e in epoch do
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3) R-T-R E#24 A RATHIFE—r= & FPFL . Amazon
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FEmBIA 2) U-S-U A — A NHA 20—
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e X 2 NMARERSHEIR R 1 s, Hrds
AL BE AR VETT s 5 H— B AR a1 mUbR 2 PS5 AH B
£ WK 1 RTLUEH, BRT Yelpchi ZdEE+ 1 R-U-R
KEFIL, HASE R TIRVETT s 5 AR Y s bR 2 AH
BAFEAARARG, it B b ARV 1 R 5 TR 1 e 1)
FEREME DL IIVETS 22 [A) SR = D B E R B R

*1 HIRESR IR

Bk WA ATHEER KR RADH ARBAIEE

Yelpchi 45954 59 R-U-R 49315 0.9089
R-S-R 3402743 0.1764
RT-R 573616  0.1857

Amazon 11944 135 U-P-U 175608  0.1673
U-S-U 3566479  0.0558
U-V-U 1036737 0.0532
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H, SIS A —BORSEATA8E o] /R XU AR B RE 7T
3.3 TFHNERR

TR VERINE AP ) @, ASCIER 3 M
AT RIC R ZE B fEFRFR: AUC. Recall-macro
1 Fl-macro. AUC ANSZAREEAFRHE (ROC, receiver
operator characteristic) HIZEM FHIA, AUC FKRREAL
IR MNRVET A, HAEA = TR AU T =R
Recall-macro PPt I 21 FRIIUCVE T mURH T 5757 A 7 5K
PRI LU AR B E . F1 25802 3 RIS
JEE 2 ] PR, T F1-macro J2& 1E 515 SR VE T &1 Fl
SEEIARIIBCF A
34 BEEE

TEZAMFHAE IR AAEL, 7 SRR YERENT fE 25
HRVERTIN P 520 an P 2~ 1] 4 Fos . 1 R4 B
it 64 ER, RVERTIACRAE 3 NP Fabs BE R T
Fetadsy, [RGB T min e ey 64 4.
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QO80p -
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<070k
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oeof ~— [ Amazon
0.55F —— Yelpchi
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32 64 128
5 N S Y

2 LR AUC FEbRgE R

1.0
) I —
0.8 T

07}

0.5
0.4
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16 33 6
R R Y
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1.0
]
08f e

80.7-
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0.2} —— Yelpchi

32 o4 128
Ri=& Ty i vk
K4 ZH0%ES Fl-macro FEFR4EHR

3.5 XtEbscEg

MGFD 53k 55%F b i iEEAN R B 45 L rdxt e
SEIRAERINER 2 Fin. HER 2 ATLVEH, 48T
Mgk b, MGFD Sk A T Sl FA IR .

x2 LSRR
Yelpchi Amazon
JiiE:
AUC Recall- Fl-macro AUC Recall- Fl-macro

macro macro

GCN 0.5983 0.5000 0.5620 0.7794 0.5000 0.648 6

FdGars 0.6536 0.5000 0.5532 0.8185 0.7186 0.6145

GraphConsis  0.6983  0.6100 0.5857 0.8741 0.8512 0.7512

CARE-GNN 0.7657 0.6646 0.6332 0.9067 0.8347 0.899 0

FRAUDER 0.7722 0.6772 0.5912 0.9253 0.8816 0.8667

MGFD 07910 0.6781 0.6541 0.9256 0.8910 0.9241

1) MGFD By57E 2 N84 F#REUAS T & df
MIRCR, X168 MGFD 5% Re 51 3l vk VEAS:
AT 55 o0 s A — B S AP A ), 94 2]
FIRVET BB ER = 2. MGFD B8R 47
T FRAUDER Ut B 22 WL A1 PR ARFAE RN B 58 1719 A
H & 5 H A 25 2 (8 A — 305 2 DA R 5 R
T

2) GCN RIALF IR R T T3 AT 55
(A A T (R R PR v, BT S AR 0 R
B FRRIE, AHX — B AR R VER AT 55 5
AEAL . R GON 7EIRVERL AT 55 3 R AN G
3.6 HRRSCIS

JNEGAIE MGFD 5.9% 2 70 A Hx A\ ASE 8 DA B )
T T AR A R, AR SO BL 2 AR
AT, S RwE s~E 7 Fias, H
1, without MV FRANEAT 2 A FERFERR N,
X AT T BRI S AR BHR N s without IL 387K
KRS T B X528 MGFD-ALL RoR 5221
=
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e
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g7 S
B 7 WHRRSELS Fl-macro $EAR4EH

M 5~B 7 ATUE ), ZAURRFIERASLEAN
FEJIEY sy R R B A XA 8 R R A I T )52
For A R IR ARRE AT R VRS O3 LA
RACP A AL, HPAS AR AT S B R
3.7 T RBHERRNBONE ST

ONYSIE 2 AL A ARFAE IR AR B AT DL 5 3 151
RAVIVETT R SEROR, AR SR AR
TR IRIARAE, 2 3 FIE 4 41 Ron T Fridds
B B IR ORIV ST /5 2 — B4R = AN )
KA THPPIYRZARE, HAP IR IR A RIS R
Pk, Py R R G5 TEOR 1 P G A 25 i )
th, P FoR R IE R INUIR AR HRR .

=3 Amazon HBELWHLER
. PR SEAR AL
T P -
BRI Py Py
HRVEAT R U-P-U 0.690 7 0.069 0 0.069 1
U-S-U 0.594 7 0.062 1 0.062 3
U-V-U 0.507 1 0.063 9 0.064 5
TEH# & U-P-U 0.679 4 0.618 1 0.618 5
U-S-U 0.594 4 0.533 0 0.562 0
U-V-U 0.513 1 0.567 1 0.601 2

MRegSr: JET 200 A EIRPE I 28 IR VER I 553k + 23]«
=4 Yelpchi Z{#EESLIOLER
. » YR TZARE
T KA ——
EILE TN Py Py
HRVETT 55 R-U-R 0.951'1 0.3023 0.3510
R-T-R 0.8717 0.1019 0.1016
R-S-R 0.863 4 0.1019 0.1019
IEH A R-U-R 0.9811 0.865 3 0.865 6
R-T-R 0.863 6 0.8852 0.8853
R-S-R 0.8556 0.829 0 0.829 0

LA Amazon FHEETEIR R U-P-U T AHI, 4Kk
VETT RUERIE R T b2 Ol BRVETT 53—
B0 8 1 A (A AR AULRE 714 0.690 7, (HZ8 T 557
WG, PPy 23 5l FEAKE] 0.069 0 F110.069 1, T
TE 1T R AR ACLEE U AR A AN BH 52, BT L MGFD 595 A
RO ) 7 HRVE T A5 5 IR AR TR T s I ) 2
FERIR, NE S IRVERIR AL T IS, 18
Yelpchi £#E4E M R-UR KA T, ZJE1 P, Fl P,
T HALE RZ0S 5, KRB TELKERT,
TR I AR R AT s AR  0.951 1, B
BOVEST i SERVET USSR Z, (&l T HRVET S
1T RATEE, HRVETT m 2 (B AT DL 5] 31 22 S 3R
s IR RS — A0 E A AR S A — 2
FEEE B PRI

4 ZERIE

Btxt DA B VR Ao A 5% mR BV T O 2 ]
FRUL S RATA ) 7, A SC 2 AL AR AR IR A LA T
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